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Topics covered

e How the use of digital technologies in armed conflict and other crises fosters protection risks.
e Minimum ethical standards for the digital realm.

e How protection actors should understand and respond to digital risks.

DIGITAL REALITIES

Digital technologies are becoming essential factors in how emergencies, armed conflict and other violence
unfold and how protection actors respond to them. Protection organizations are increasingly using digital
technology to improve their programming and situational awareness. However, there are risks linked to the
operating environment and to digitalization. Digitally enabled protection risks — referred to as digital risks
- can materialize into harm and impact the rights, safety and dignity of vulnerable or affected individuals
and populations. Digital technologies can be misused, diverted from their original purpose or fail, turning
against the interests of crisis-affected populations or protection actors.

Several trends characterize the operating environment:

The digitalization of armed conflict and other violence
Actors in armed conflict and other violence use digital technologies as means and methods of warfare or
for security purposes, causing, worsening or enabling significant harm.

Such actions include:

e cyber operations to disrupt infrastructure

¢ information operations to spread hateful or harmful narratives

« denying connectivity (e.g. mobile phone connections or internet) to limit the flow of information
¢ using automated systems — which may not be accurate - to support the conduct of hostilities.

The role and influence of tech companies in armed conflict and other violence is also becoming increasingly
important. They have influence and means they can use to support parties to a conflict and sometimes own
infrastructure.

The connectedness of affected populations

During and after crises and armed conflict, affected populations increasingly use digital technologies, such
as smartphones, social media and dedicated apps, to communicate, inform, self-protect and organize.
However, they can also be targeted through these technologies. Digital technologies can also facilitate
civilian involvement in conflict, for example through conducting cyber operations or spreading hate speech.
Connectivity is not only central to affected people’s access to protection and assistance but is also important
for the full enjoyment of fundamental rights. However, some places are still much less well connected than
others, which can exacerbate other inequalities.

The digital transformation of protection action

Protection actors are aiming to make the most of digital technologies. For example, they use artificial
intelligence and employ mobile applications, chatbots, messaging apps and social media to interact with
affected people or improve access to information. Digital tools, including open-source information, are
used to document violations and abuse.

All this means that protection actors rely more on other actors, notably the private sector, to support the
development, testing and use of these digital technologies. However, depending on their context, design
and implementation, digitally enabled protection activities may also harm or further marginalize affected
populations. For instance, the deployment of artificial intelligence can lead to bias or discrimination.
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DIGITAL RISKS AS PROTECTION RISKS

8.1 Protection actors must take all feasible measures to minimize risks that are enabled
by digital technologies and might have consequences for the rights, safety and dignity
of affected populations.

Some of the protection risks that emerge from the use of digital tools are not new, but they can all cause or
amplify risks and harm that increase the vulnerability or suffering of affected people. Harmful consequences
of digital risks include infringement of the fundamental rights of affected populations, as enshrined in IHL,
HRL, IRL and other bodies of international law. Digital risks are influenced by factors such as the context
itself, intersectional factors such as gender and ethnicity, the type of digital infrastructure and tools and
how they are governed.

Protection actors must:

» improve respect for and protection of the rights of people when they are restricted or affected by or via
the digital space because of armed conflict and by other actors’ behaviour

« ensure that affected populations can fully access and exercise their rights, including online, and that
they are protected from risks related to digital technologies

» consider factors and vectors of harm mediated or exacerbated by digital technologies, be they physical
(e.g. digital infrastructure and devices), intangible (e.g. data and software) and social or human (e.g.
information and digital literacy)

e adapt or develop protection activities and strategies that address protection risks related to the use of
digital technologies.

The digital technologies that protection actors use are not inherently protective or neutral and may cause
problems related to safety, perception or instrumentalization.

RESPECTING THE PRINCIPLES OF HUMANITY,
IMPARTIALITY AND NON-DISCRIMINATION

8.2 Protection actors must ensure the principled delivery of protection action through digital
tools and solutions.

Protection actors operating in digital(ized) environments and using digital technologies must apply and
uphold the principles of humanity, impartiality and non-discrimination.

Humanity

Protection actors must ensure that affected populations are treated with humanity and that their dignity is
respected in all circumstances, including when protection work is enabled or mediated by digital technol-
ogies (see Standard 2.1). Digital tools (e.g. social media, digital apps, chatbots or other Al-enabled tools)
can increase the reach and scale of engagement with affected people, but protection actors must ensure
that their use of digital tools does not prevent them engaging with affected populations with the necessary
human empathy and compassion. Digital interfaces may limit affected people’s trust or hinder them from
sharing personal stories, feelings or needs. Digital solutions should enhance or complement - and not
replace - face-to-face human interactions and services.
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Impartiality and non-discrimination

Protection actors must ensure that affected people and their needs are addressed impartially and that they
do not suffer discrimination when protection work is enabled or mediated by digital technologies (see
Standards 2.2 and 2.3). Digital technologies such as artificial intelligence and data analytics can be helpful
to protection activities, but protection actors must ensure that the data are correct, are of sufficient quality
and do not cause negative consequences, e.g. because of bias in a dataset or algorithm (see Standard 7.8).

The implementation of digitally enabled programmes or services and any associated technical and techno-
logical failures may also lead to discrimination. Access must be inclusive and appropriate to the require-
ments of various kinds of user. Analogue and face-to-face alternatives must be available. Digital solutions
should be easy to understand and explain, to make their use transparent to affected people and to facilitate
monitoring of their functioning and output.

DIGITAL “DO NO HARM”

8.3 Protection actors must avoid and mitigate the harm that could arise from the use of
digital tools and solutions in their activities.

Protection actors must identify and address potential digital risks and harmful effects when their activities
are being designed, analysed, implemented or monitored via or with digital technologies (see Standard 2.4).
If it is not possible to prevent or mitigate significant harm, protection actors must not use the technology.

To effectively uphold the “do no harm” principle and avoid harmful adverse effects, protection actors must

apply solid data and information management and cyber-security practices, to avoid misuse of or illicit

access to protection data (e.g. errors, biases or attacks).

» Before being used at scale, digital technologies must be proven to be safe and effective and affected
people must be consulted.

e Protection actors and their partners must abide by internationally accepted ethical standards and
protective frameworks.

e Protection actors and their partners should be able to operate and maintain the digital technology for
the entire duration of a programme.

e There should be a contingency plan for disruptions.

e Prevention and mitigating measures are important, to avoid harm caused by partners not abiding by
the same principles when implementing digital technologies.

PEOPLE-CENTRIC AND INCLUSIVE DIGITAL
TECHNOLOGIES

8.4 The development and deployment of digital tools and solutions designed for protection
action must be people-centric and inclusive.

Digital tools must respond to clearly identified protection needs and gaps, including making free and
informed choices and enabling people to assert their rights.

Protection actors must:

» use digital technology when it is an appropriate and effective response to clearly identified protection risks

e ensure that affected populations are equally included and engaged throughout the design, development
and deployment phases of their digital tools and solutions - people-centric design (as outlined
in Standards 2.6 and 2.7); this includes participation, feedback mechanisms and building on local
capacities and tools

 respect the concerns and objections of local stakeholders regarding the use of digital technologies and
consider refraining from their deployment in such cases.
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Receiving protection or humanitarian assistance should not be strictly conditional upon providing personal
data or using certain digital tools or means; affected populations should always have access to alternative
solutions and be able to make informed and meaningful choices. They should be regularly updated about
the decision-making process related to such technologies.

This is essential to minimize risks, to develop and maintain trust and to ensure that digital solutions are
accessible, relevant, culturally appropriate, functional and sustainable. Insufficient engagement, inclusivity
and communication with communities may result in misunderstandings and disengagement.

FURTHER ETHICAL AND OPERATIONAL
IMPLICATIONS

8.5 Protection actors should mitigate any negative impacts or ethical and operational
implications of their choice, use of or dependency on digital technologies or providers.

Certain protection actors uphold the principles of independence and neutrality. These actors need to con-
sider the implications related to digital technologies or to operating in digital(ized) contexts. These impli-
cations can also be relevant for other protection actors.

Neutrality

Digital technologies and systems and the companies providing them are not inherently neutral. They can
affect how protection actors are perceived and trusted, which can in turn affect their access to affected
populations. Protection actors should therefore consider the risk that the digital solutions they use could
cause them and their partners to be perceived to be spying, supporting military operations or aligning
themselves politically.

Protection actors should avoid using or relying on digital technologies and providers that directly contrib-
ute to armed conflict or other violence, are associated with parties to the conflict, favour political interests
or promote activities or values that are contradictory to their mandate, fundamental principles or ethical
values.

Independence

Although large-scale service providers offer advantages such as cost and security, powerful suppliers may
also be engaged in politics or conflict-related controversies, raising perception and ethical issues. A com-
mercial relationship may limit the protection actor’s control over protection data and systems or lead to
additional unforeseen, long-term financial consequences. These digital dependencies must be identified
and managed.

When developing a digital solution with external actors, protection actors need to be aware that an external
actor may have different interests and principles and they may not be bound by the same ethical and legal
norms.
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INTEGRATING DIGITAL RISKS IN PROTECTION
STRATEGIES

8.6 Protection actors should integrate digital risks and their harmful effects in their
protection documentation and assessments. They should include and implement
adequate responses and mitigating measures in their protection strategies.

This includes engaging with communities whose lives are impacted by digital technologies and under-
standing digital-related harms or needs in a given context. That engagement can be complemented by
documentation or investigation techniques such as open-source investigation and social media analysis.

Protection actors should consider integrating digital risk elements in their protection assessments. These
assessments should, for instance, capture risks and needs beyond those that relate to data, encompassing
the information environment (including social media), connectivity (telecommunications and internet),
taxonomy of digital-related risks (differentiated by actor) and digital inclusion.

ENHANCING PROTECTION OUTCOMES
IN THE DIGITAL AGE

REFERRING TO AND DEVELOPING PROTECTIVE FRAMEWORKS

8.7 Protection actors must be familiar with, uphold and respect the relevant principles and
legal frameworks to ensure adequate protection for affected populations against digital
risks. Where necessary and feasible, they should help develop a common understanding
and guidelines to advocate for the protective application of these frameworks in contexts
affected by armed conflict and violence.

As outlined in Standard 4.1, protection actors must be familiar with the various principles and legal frame-
works that protect individuals and communities during armed conflict and other violence. This means that
staff working on protection issues related to digital risks must be competent in the application of legal
frameworks such as IHL and IHRL to digital risks, and of other developing regulations for specific digital
technologies, such as artificial intelligence.

Protection actors with the necessary expertise and capacity should promote and help to develop the specific
rules related to digital risks during armed conflict and other violence. This extends to engaging with pri-
vate-sector actors and working on legal frameworks, policies and procedures.

ENGAGING IN PROTECTION DIALOGUE ON DIGITAL RISKS
8.8 Protection actors must engage with relevant actors and establish protection dialogue on
digital risks, related protection concerns and rights violations.

Protection actors that have a relevant mandate and the necessary capacity must consider engaging in pro-
tection dialogue on digital risks, related protection concerns and rights violations. This could involve gov-
ernment bodies, military entities, or non-state actors, for instance hacker groups or private-sector entities
such as internet service providers or social media companies. Protection dialogue should also be inclusive
of relevant civil society and community-based actors working in this space.

Protection dialogue should be tailored to the actor in question and may include reference to relevant legal
frameworks. For instance, in the case of a private (tech) company, this could include referring to the
UN Guiding Principles on Business and Human Rights, to which it may be committed, or to other inter-
national, regional or national legal obligations. Protection actors should also consider the risks that can
arise from engaging in such a dialogue, including those that could arise if confidentiality is not maintained.
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STRENGTHENING AFFECTED PEOPLE’S SELF-PROTECTION CAPACITY AND THEIR

RESILIENCE TO DIGITAL RISKS

8.9 Protection actors should consistently build upon, support, promote and strengthen
affected people’s capacity for self-protection and their resilience to digital risks.

Protection actors should acknowledge, understand and reinforce the self-protection capacities and resili-
ence of affected individuals and communities in relation to digital risks.

This could involve:

 reinforcing digital risk awareness

» providing tools or guidance for self-protection in digital spaces

» providing psychological support against the impact of harmful online content
e providing connectivity-as-aid.

Digital risk awareness-raising must respond to the risks to which individuals may be exposed and take
community perceptions into account. Mitigation strategies must also build on individuals’ experience
of navigating risks online and make information, tools and guidance accessible to diverse groups. The
approach should be people-centric (see Standard 8.4) and build on local capacity and agency.

ENSURING COMPLEMENTARITY OF PROTECTION ACTION IN THE DIGITAL AGE
8.10 Where relevant, protection actors should cooperate with diverse expert stakeholders to
complement their own actions to address digital risks.

In line with Standard 5.1, protection actors should cooperate and coordinate their responses to digital
risks and use digital technologies to promote protection. This will help them reduce any gaps in their
understanding of digital risks and their negative effects, and will help them to be better prepared in areas
including the management of protection data (see Standard 7.10).

Protection actors should consider and encourage shared assessments of digital needs and of vulnerability
and shared mechanisms for coordinating specific digital programmes or technologies. Coordination and
cooperation should extend beyond protection actors to include diverse types of knowledge and operational
partners in academia and the private and public sectors. Such cooperation must abide by legal frameworks,
ethical reviews and research protection, including duty of care.

BUILDING THE PREPAREDNESS OF PROTECTION ACTORS

8.11 Protection actors should ensure an adequate level of preparedness relating to digital
risks, build and maintain awareness of these and provide sufficient capacity and
expertise for response.

Protection activities that involve using digital technologies and addressing digital risks require protection
actors to develop and maintain a range of skills and capabilities. These include cyber-security hygiene, data
management and protection, social media literacy and open-source investigation techniques. Protection
actors must ensure an adequate level of preparedness, in terms of skills, capacity, processes, operational
guidance and contingency planning. This also means staff should learn continuously, as the digital en-
vironment evolves rapidly.
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GLOSSARY FOR CHAPTER 8

cyber operation

digital risk
digital technology

harmful
information

information
operation

internet shutdown
(or internet
blackout)

tech company

An operation against a computer, computer system, computer network or other connected device
through digital means.

A protection risk enabled through the use of digital technologies.

An information or communication technology, system, tool or device that uses binary language
and data.

Information that could lead to physical or psychological harm to people during armed conflict or
other violence.

Harmful information includes, but is not limited to, misinformation, disinformation, malinformation,
hate speech and other forms of information that consist of or encourage a violation of IHL or IHRL or
that undermine warring parties’ ability to respect these international legal norms.

The use of information and communication technologies or other digital means to influence the
perception, motives, attitudes or behaviour of adversaries or civilian populations to achieve political
and military objectives.

Intentional disruption of internet or electronic communications, rendering them inaccessible or
effectively unusable, for a specific population or within a location, often to exert control over the flow
of information.®

A company that provides digital platforms, services or infrastructure, including cyber-security
services. This includes internet service providers.

5 Access Now, The Language Of Internet Shutdowns: A Glossary Of Terms.



https://www.accessnow.org/guide/internet-shutdowns-and-elections-handbook/#appendix

The ICRC helps people around the world affected by armed conflict and other violence, doing everything
it can to protect their lives and dignity and to relieve their suffering, often with its Red Cross and Red
Crescent partners. The organization also seeks to prevent hardship by promoting and strengthening

humanitarian law and championing universal humanitarian principles. As the reference on international
humanitarian law, it helps develop this body of law and works for its implementation.

People know they can rely on the ICRC to carry out a range of life-saving activities in conflict zones,
including: supplying food, safe drinking water, sanitation and shelter; providing health care; and helping
to reduce the danger of landmines and unexploded ordnance. It also reunites family members separated
by conflict, and visits people who are detained to ensure they are treated properly. The organization
works closely with communities to understand and meet their needs, using its experience and expertise to
respond quickly and effectively, without taking sides.

@ www.icrc.org
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19, avenue de la Paix

1202 Geneva, Switzerland
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